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The talk first presents the well-established notion of zero-knowledge proof systems [1]. A zero-
knowledge proof system allows a prover to proof an assertion to a verifier without revealing any
other information than the correctness of the assertion. The proof system of Schnorr [2] for proving
that one knows the discrete logarithm of a mutually known group element without actually revealing
the logarithm is presented and a proof sketch of the correctness is given.
We sketch the application of proof systems for proving knowledge of discrete logarithms to anony-
mous credential systems [3]. A credential in this context is a certificate, i.e., a signature on a list
of attributes, that can, unlike classical certificates, be used to prove properties about its attributes
and to proof that one has (knows) a signature on the attributes without actually revealing the
credential. Proof protocol instances involving a particular credential are mutually unlinkable and
unlinkable to the issuance of the credential. An example application of such anonymous credential
systems is authorization on the Internet.
The talk is targeted at a general mathematical audience and does not require background in cryp-
tography.
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